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Abstract

The increasing use of smart phones, wearable devices, home appliances, industrial sensors, and embedded intelligent
systems has created a large and continuously growing source of distributed data. Although these devices can provide
valuable information for machine learning applications, transferring their raw data to centralized servers raises
concerns regarding privacy, communication overhead, computational cost, and data ownership. Federated learning
provides an alternative by allowing devices to train models locally and share model-related information rather than
their original datasets. Nevertheless, conventional federated learning can perform poorly when participating devices
differ substantially in hardware capabilities, data distributions, network conditions, and application requirements.
This research proposes a privacy-preserving collaborative intelligence framework based on personalized federated
learning for heterogeneous smart devices. The framework separates common knowledge from device-specific
knowledge through a personalized learning mechanism, enabling participating devices to benefit from collaborative
training while retaining adaptation to their local characteristics. A resource-aware client selection strategy considers
processing capability, battery condition, communication quality, and local dataset characteristics before initiating
training rounds. To strengthen privacy protection, the framework incorporates secure aggregation and controlled
update protection so that individual model contributions are not directly exposed to the coordinating server. The
proposed architecture also accommodates non-identically distributed data by allowing local personalization layers
to adapt the shared representation to individual device environments. This approach aims to establish a balance
among privacy protection, personalization, communication efficiency, computational requirements, and predictive
performance. The framework is applicable to heterogeneous smart-device environments such as intelligent homes,
wearable computing, connected vehicles, industrial monitoring, and mobile health applications. The study provides a
unified architectural basis for collaborative intelligence in which devices can learn collectively without requiring
centralized access to their raw private data.
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1. Introduction associated with user behavior, physical environments,

The rapid expansion of smart phones, wearable operational conditions, and application-specific
devices, connected home appliances, industrial activities. Conventional machine learning systems
controllers, intelligent transportation systems, and generally transfer collected information to centralized
embedded sensing platforms has created an servers for storage, processing, and model
increasingly distributed environment for machine development. Although centralized processing can
learning. These devices continuously generate data simplify model management and provide access to
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large computational resources, it also creates
challenges related to data ownership, communication
requirements, privacy exposure, and dependence on
reliable network connectivity. Federated learning has
emerged as an alternative distributed learning
paradigm in which participating devices retain their
local training data and contribute to collaborative
model development through model updates rather than
transferring their complete datasets to a central
location. The original Federated Averaging approach
demonstrated that decentralized clients could
collaboratively train a shared model while keeping
training examples on local devices, establishing an
important foundation for privacy-aware distributed
machine learning. [1]

Privacy protection in federated learning cannot,
however, be reduced simply to keeping raw data on the
device. Model wupdates transmitted during
collaborative training may contain information that
can potentially reveal characteristics of the underlying
training data. Differentially private learning has
therefore become an important complementary
mechanism for reducing the possibility of extracting
sensitive information from model training processes.
McMahan et al. investigated differential privacy for
recurrent language models in a federated setting and
demonstrated the importance of controlling
information leakage while maintaining useful model
performance. Abadi et al. previously established a
practical framework for incorporating differential
privacy into deep learning through techniques that
constrain individual contributions and introduce
controlled randomization during training. These
developments indicate that privacy-preserving
collaborative intelligence requires consideration of
both data locality and the information contained within
learning updates. [2], [3]

Secure aggregation provides another important layer
of protection by preventing the coordinating server
from directly inspecting individual client updates.
Instead of allowing the server to observe every model
contribution separately, secure aggregation enables
the system to recover an aggregate update while
protecting the individual contributions of participating
devices. Bonawitz et al. introduced a practical secure
aggregation protocol designed specifically for
privacy-preserving machine learning and
demonstrated how cryptographic mechanisms can be
incorporated into federated training without requiring
the central server to access individual model updates.
This property is particularly important for smart-
device environments because individual devices may
contain highly sensitive information even when their
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raw datasets never leave the device. Modern federated
systems can consequently combine decentralized data
storage, secure aggregation, and additional privacy
mechanisms to establish multiple layers of protection.
(4]

Another fundamental challenge concerns the
communication cost associated with repeated
federated training. Smart devices frequently operate
through wireless networks with limited bandwidth,
intermittent connectivity, constrained data plans, and
variable transmission quality. A conventional
federated training process may require frequent
exchange of large model updates, which can become
expensive when the number of participating devices
increases. Kone¢ny et al. examined communication-
efficient strategies for federated learning and
emphasized the importance of reducing the amount of
information transmitted between clients and
coordinating servers. Their work established
communication efficiency as a central design
consideration for practical federated systems rather
than merely an implementation-level optimization. [5]
The computational characteristics of smart devices
introduce a second form of heterogeneity.
Smartphones, = wearable  devices,  household
controllers, industrial sensors, and embedded
processors may differ considerably in processor
capacity, memory availability, battery condition,
storage capacity, and network connectivity. Kone¢ny
et al. described federated optimization as an approach
for enabling distributed on-device intelligence under
such decentralized conditions. The resulting learning
process must account for the fact that clients cannot
always perform the same amount of computation
within the same period. A training architecture
designed for heterogeneous devices therefore requires
mechanisms for handling different processing
capabilities and participation patterns while preserving
the collaborative nature of federated learning. [6]
Data heterogeneity represents an equally significant
challenge. In realistic smart-device environments,
participating clients rarely possess independent and
identically distributed datasets. A wearable device
may observe data associated with one person's
behavior, while a smart-home device may observe
environmental patterns specific to one household and
an industrial sensor may capture operational
conditions associated with a particular machine. Zhao
et al. demonstrated that non-IID data can significantly
affect the behavior of federated optimization and can
cause the collaboratively trained model to perform
differently from conventional centralized training.
Consequently, simply increasing the number of
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participating clients does not necessarily resolve
distributional differences among them. Effective
collaborative intelligence must explicitly account for
differences in local data distributions. [7]

Li et al. subsequently presented a comprehensive
perspective on federated learning challenges and
identified statistical heterogeneity, system
heterogeneity, communication constraints, privacy,
and security as interconnected concerns. These
challenges are particularly relevant when federated
learning is deployed across heterogeneous smart
devices rather than homogeneous organizational
servers. A system may contain devices with different
amounts of local data, different computational
resources, different communication conditions, and
different application objectives. Such variation makes
a single global model insufficient for many practical
applications because the model that performs well
across the overall population may not provide equally
effective behavior for every individual device. [8]
Heterogeneous network conditions further complicate
collaborative training. Li et al. studied federated
optimization in heterogeneous networks and
highlighted the difficulties created by differences in
client resources, local objectives, communication
conditions, and participation behavior. In a smart-
device environment, some clients may possess stable
high-speed connections and sufficient battery
capacity, whereas others may operate under
intermittent connectivity or severe energy limitations.
A federated framework that treats every device
identically may consequently create synchronization
delays, inefficient resource utilization, and
unnecessary communication. Resource-aware
participation and adaptive learning strategies are
therefore important for maintaining practical training
efficiency. [9]

Personalization provides a promising direction for
addressing the limitations of a single global model.
Instead of forcing every participating device to use
exactly the same final model, personalized federated
learning allows a shared component to capture
common knowledge while maintaining device-
specific information that reflects local characteristics.
Li et al. introduced Ditto as a personalized federated
learning approach designed to provide locally adapted
models while retaining the benefits of collaborative
training. The principle is particularly suitable for smart
devices because common patterns can be learned
collectively while device-specific variations can
remain locally represented. This approach creates a
more flexible relationship between global knowledge
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and local adaptation than conventional one-model-for-
all federated learning. [10]

The broader development of personalized federated
learning has produced multiple strategies for
addressing client heterogeneity. Tan et al. reviewed
personalized federated learning methods and
highlighted approaches that modify model structures,
aggregation procedures, optimization processes, or
local adaptation mechanisms according to client
characteristics. Personalization is therefore not limited
to adding a small local layer to a global model; it
represents a broader design principle in which
collaborative learning is combined with client-specific
adaptation. For heterogeneous smart devices, this
distinction is important because differences in sensing
environments, data distributions, hardware
capabilities, and application requirements may exist
simultaneously. [11]

FedBN provides another perspective on heterogeneous
federated learning by retaining batch-normalization
statistics locally rather than forcing them to be
globally aggregated. Li et al. developed FedBN
specifically for federated learning with non-IID
feature distributions, demonstrating that preserving
certain local model characteristics can improve
learning under feature heterogeneity. This principle
supports the central motivation of the present research:
a collaborative model should share information that is
broadly useful while retaining local components that
capture characteristics specific to individual devices.
The proposed framework extends this concept toward
a broader privacy-preserving architecture in which
personalization, secure aggregation, resource-aware
participation, and heterogeneous device
characteristics are considered together. [12]

The preceding developments demonstrate that
federated learning has progressed from a basic
decentralized averaging mechanism toward a broader
collaborative intelligence paradigm involving privacy
protection, communication efficiency,
personalization, and  heterogeneous  resource
management. Nevertheless, several challenges remain
when these requirements occur simultaneously. A
practical smart-device environment cannot assume
identical hardware, stable connectivity, balanced
datasets, or homogeneous user requirements.
Furthermore, keeping raw data local does not by itself
guarantee complete privacy, while secure aggregation
alone does not address model personalization or
resource constraints. The research presented in this
study therefore focuses on an integrated privacy-
preserving personalized federated learning framework
designed specifically for heterogeneous smart devices.

15



Journal of
Smart Computing and
Data Intelligence

Volume:2, Issue: 2, April-June 2026

Journal of Smart Computing and Data Intelligence

|  1SSN:3144-2323 | Pppi13-27

The proposed framework combines a shared
collaborative representation with device-specific
personalization, secure aggregation, controlled update
protection, and resource-aware client selection to
establish a collaborative learning environment in
which devices can benefit from collective knowledge
while retaining local adaptation and stronger control
over sensitive information.

2. Related Work

Bonawitz et al. investigated practical secure
aggregation for privacy-preserving machine learning
and established an important mechanism for
preventing a coordinating server from directly
observing individual client updates. Their approach
enables a server to obtain an aggregate result without
exposing each participant's contribution, making
secure aggregation particularly relevant to federated
learning environments containing sensitive user or
device information. The work also demonstrates that
privacy protection must extend beyond the physical
location of training data because model updates
themselves may become privacy-sensitive objects
during collaborative optimization. This observation
forms an important basis for the privacy layer of the
proposed framework. [4]

Zhao et al. examined federated learning under non-11D
data and showed that differences in local data
distributions can substantially affect collaborative
model training. In real smart-device environments, the
distribution of observations can vary naturally from
one device to another because users, locations,
operating conditions, and sensing modalities are
different. A global model trained by directly
combining these heterogeneous contributions may
therefore fail to represent important device-specific
characteristics. Their findings provide the motivation
for incorporating personalization into the proposed
architecture rather than relying exclusively on
conventional global aggregation. [7]

Li et al. surveyed federated learning challenges,
methods, and future directions and identified data
heterogeneity, system heterogeneity, communication
efficiency, privacy, and security as major issues
influencing practical deployment. Their analysis
demonstrates that federated learning should be
considered as a distributed systems problem as well as
a machine learning problem. In heterogeneous smart-
device environments, these dimensions interact
directly: a device with limited energy may also have
limited communication capacity, while a device with
abundant computational resources may observe a data
distribution substantially different from other clients.
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These observations support the need for a framework
that jointly considers learning quality and device
conditions. [8]

Li et al. investigated federated optimization under
heterogeneous network conditions and emphasized
that differences among participating clients can create
optimization and systems-level difficulties. Devices
may participate at different speeds, possess unequal
computational resources, or experience different
communication conditions. Such differences can
affect synchronization and overall training efficiency.
Their work is directly relevant to resource-aware
federated learning because it demonstrates why a
uniform training strategy may not be appropriate for a
highly diverse client population. The proposed
framework addresses this issue through client
selection based on resource and communication
characteristics. [9]

Li et al. proposed Ditto as a personalized and robust
federated learning approach in which local models can
adapt to individual client characteristics while
remaining connected to a shared learning process.
Personalization is especially important when clients
have substantially different data distributions because
a single global model may represent common patterns
but overlook local variations. Ditto demonstrates that
personalized learning can be incorporated into
federated  optimization = without  abandoning
collaborative knowledge sharing. The proposed
framework follows the same broad principle while
extending it with explicit privacy protection and
resource-aware participation for heterogeneous smart
devices. [10]

Tan et al. examined the broader landscape of
personalized federated learning and categorized
approaches according to how local and shared
knowledge are combined. Their survey shows that
personalization can be achieved through modifications
to model architecture, optimization, aggregation,
clustering, or local adaptation. This body of work
indicates that personalization is particularly useful
when client distributions differ significantly.
However, many personalization approaches primarily
concentrate on improving statistical adaptation,
whereas practical smart-device deployment also
requires consideration of computational limitations,
communication conditions, and privacy mechanisms.
The proposed framework therefore  treats
personalization as one component of a wider
collaborative intelligence architecture. [11]

Li et al. introduced FedBN to address feature
distribution  differences by  keeping  batch-
normalization parameters local while aggregating
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other model components. Their results illustrate an
important design principle for heterogeneous
federated learning: not every model component
necessarily needs to be shared across all clients. Some
parameters may capture broadly transferable
knowledge, while others may encode characteristics
associated with individual environments. This
principle supports the proposed separation between
collaborative model knowledge and device-specific
personalization layers. [12]

Arivazhagan et al. investigated federated learning with
personalization layers, demonstrating a model design
in which selected components can remain locally
adapted while other components participate in
collaborative training. This approach is particularly
relevant to smart devices because personalization does
not necessarily require an entirely independent model
for every participant. Instead, a shared representation
can provide transferable knowledge, while a smaller
local component can account for device-specific data
characteristics. The proposed architecture adopts this
conceptual separation to reduce unnecessary
duplication of the entire model while preserving local
adaptation. [13]

Mansour et al. studied several approaches to
personalization in federated learning and showed that
different personalization strategies are appropriate
under different assumptions about client distributions
and learning objectives. Their work emphasizes that
there is no universal personalization mechanism
suitable  for every federated environment.
Personalization can instead be designed according to
the relationship between clients, the similarity of their
data distributions, and the desired balance between
global and local performance. This observation
motivates the use of adaptive personalization in the
proposed framework rather than imposing a fixed
model structure on every heterogeneous smart device.
[15]

Kairouz et al. provided a comprehensive examination
of advances and open problems in federated learning,
covering issues associated with communication,
statistical heterogeneity, privacy, security,
optimization, personalization, and system scalability.
Their work demonstrates that federated learning
remains a multidimensional research problem in
which improvements in one aspect may introduce
additional costs elsewhere. For example, stronger
privacy mechanisms can influence utility, while more
sophisticated personalization can increase
computational or communication requirements. The
proposed research addresses this broader challenge by
combining privacy-preserving mechanisms with

jscdi.com

selective participation and personalized model
adaptation. [16]

Research Gap

The existing literature establishes strong foundations
for decentralized learning, privacy protection, secure
aggregation, heterogeneous  optimization, and
personalized federated learning. However, these
research directions are frequently investigated as
separate components. Privacy-focused approaches
primarily concentrate on protecting model updates or
limiting information leakage, while personalization-
oriented methods mainly address statistical
heterogeneity.  Similarly,  heterogeneous-device
studies often emphasize computation, communication,
or participation efficiency without integrating device-
specific personalization and privacy mechanisms into
a unified architecture. Recent work on federated
learning continues to identify the interaction among
privacy, heterogeneity, communication cost, and
personalization as an important challenge for practical
deployment.

The principal research gap addressed in this study is
therefore the lack of an integrated collaborative
intelligence framework that simultaneously considers
privacy-preserving aggregation, personalized
learning, heterogeneous device resources, non-I1ID
local data, and communication-aware client
participation. The proposed framework is designed
around a shared global representation and locally
retained personalized components. Secure aggregation
is used to prevent direct exposure of individual client
updates, while controlled update protection provides
an additional privacy layer. A resource-aware client
selection mechanism considers device capability,
battery condition, communication quality, and local
data characteristics before training participation.
Through this combination, the framework seeks to
provide a practical basis for privacy-preserving
collaborative intelligence across diverse smart-device
environments.

3. Problem Statement
The deployment of federated learning across
heterogeneous smart devices involves a combination
of statistical, computational, communication, and
privacy-related challenges. Although federated
learning enables devices to retain their raw data
locally, conventional federated learning generally
attempts to construct a common global model from the
contributions of participating clients. This assumption
becomes problematic when devices observe
substantially different data distributions, possess

17



Journal of
Smart Computing and
Data Intelligence

Volume:2, Issue: 2, April-June 2026

Journal of Smart Computing and Data Intelligence

|  1SSN:3144-2323 | Pppi13-27

different processing capabilities, operate under
different communication conditions, or have different
application requirements. Research on heterogeneous
federated learning has identified data, model,
communication, and hardware heterogeneity as
important challenges that cannot always be addressed
by conventional global aggregation alone. [16], [19],
[21]

The first problem addressed in this research is
statistical heterogeneity. Smart phones, wearable
devices, home sensors, industrial monitoring units,
and connected vehicles may collect information under
completely different environmental and behavioral
conditions. Consequently, local datasets may contain
different feature distributions, class proportions,
sampling frequencies, and temporal patterns. A model
optimized only according to the aggregate behavior of
all clients may therefore provide limited adaptation to
an individual device. FedBN demonstrated the
importance of preserving selected local model
characteristics under feature-shifted non-IID data,
while personalized approaches such as Ditto
demonstrated that device-specific models can coexist
with collaborative learning. [10], [12]

The second problem concerns computational and
communication heterogeneity. Smart devices do not
provide uniform processing resources. A modern
smartphone may support substantially more
computation and memory than a low-power wearable
or embedded sensor. Battery level can also vary during
training, and wireless connectivity can change over
time. A conventional synchronous strategy may be
forced to wait for slower clients, reducing resource
utilization and increasing round duration. Studies of
federated learning on heterogencous devices
specifically identify computation and communication
heterogeneity as major obstacles to practical
deployment. [19], [21]

The third problem is privacy protection. Keeping raw
data on a device reduces the need to transmit the
original dataset, but the model updates exchanged
during federated training can still contain information
associated with local observations. Secure aggregation
can prevent the coordinating server from directly
inspecting individual client contributions, while
differential privacy can provide an additional
mechanism for controlling information leakage.
Therefore, the proposed research treats privacy as a
layered requirement rather than assuming that data
locality alone provides sufficient protection. [3], [4],
[22]

The central problem addressed by this study is
therefore the design of a collaborative learning
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framework that can simultaneously accommodate
heterogeneous device resources, non-I1ID local data,
personalized learning requirements, communication
limitations, and privacy protection. The objective is
not simply to maximize global predictive performance
but to establish a balanced architecture in which
shared knowledge can be learned collaboratively
while device-specific information remains locally
adaptable and individual model contributions are
protected during aggregation.

4. Proposed Privacy-Preserving Personalized
Federated Learning Architecture

The proposed framework introduces a layered
personalized federated learning architecture designed
for heterogeneous smart devices. The architecture
contains five principal components: heterogeneous
client devices, local training and personalization,
privacy-preserving update protection, a resource-
aware coordination layer, and a secure aggregation
server. The architecture allows participating devices to
retain their original datasets locally while exchanging
protected learning information with the coordinating
infrastructure. The design follows the general
federated learning principle of decentralized training
while incorporating personalization and
heterogeneity-aware mechanisms. [1], [8], [16]

At the client layer, participating devices may include
smartphones, smart watches, wearable health
monitors, smart-home controllers, industrial sensors,
connected vehicles, and embedded intelligent devices.
Each client maintains its own local dataset and
executes the assigned learning model using locally
available computational resources. The framework
does not require all devices to possess identical
hardware or identical local data. Instead, each client
reports limited system-state information required for
participation management, such as available
processing capacity, battery condition,
communication quality, and training readiness.

The local learning layer separates the collaborative
model representation from device-specific
personalization components. The shared component
captures patterns that can benefit multiple clients,
whereas the personalization component remains
associated with the individual device. This design is
motivated by research demonstrating that personalized
federated learning can improve adaptation under
statistically heterogeneous environments. Ditto, for
example, treats personalization as a mechanism for
maintaining local models while benefiting from
federated collaboration. [10]
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The privacy layer operates before a client update
leaves the device. The local model update is protected
through secure aggregation mechanisms, and optional
controlled privacy perturbation can be applied
according to the desired privacy level. The
coordinating server should therefore receive only
information required for collaborative aggregation
rather than unrestricted access to individual client
updates.  Secure  aggregation  research  has
demonstrated that an aggregation server can obtain
collective information without directly learning
individual user contributions. [4]

The coordination layer performs resource-aware client
selection. Rather than selecting devices exclusively
according to availability, the system considers
processing capability, battery condition, network
quality, dataset availability, and recent participation.
This prevents severely constrained devices from being
repeatedly selected when their participation could

create excessive delay or energy consumption. At the
same time, selection should avoid permanently
excluding weaker devices because doing so could
introduce  participation  bias.  Research  on
heterogeneous federated learning emphasizes that
device capabilities can vary substantially and that
system-level strategies are necessary to manage this
variation. [19], [21]

The server-side aggregation layer combines protected
contributions from eligible clients and distributes the
updated shared representation to subsequent
participants. The personalized components remain
locally controlled. This creates a distinction between
collaborative knowledge and local adaptation. Such
separation is consistent with approaches such as
FedBN, where selected model components are
retained locally to address feature heterogeneity, and
personalized federated learning methods that maintain
client-specific adaptation. [10], [12]

Heterogeneous Smart Devices (Clients)
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Figure 1. Proposed Privacy-Preserving Personalized Federated Learning Architecture

A feedback path should return from the device layer to
the resource-aware client-selection layer to represent
changing battery, processing, network, and
participation conditions.

5. Heterogeneous Device Model
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The proposed heterogeneous device model recognizes
that participating smart devices differ in both physical
resources and learning characteristics. Computational
heterogeneity includes differences in processor
performance, available memory, accelerator
availability, storage capacity, and energy resources.
Communication heterogeneity includes differences in
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bandwidth, latency, packet loss, connectivity duration,
and wireless reliability. Statistical heterogeneity
includes differences in dataset size, class distribution,
feature distribution, and the temporal characteristics of
locally generated data. These forms of heterogeneity
can occur simultaneously, making a single device-
selection rule inadequate for practical federated
learning. [19], [21]

The framework consequently divides participating
devices into operational categories according to their
current capabilities rather than permanently assigning
them to fixed classes. A high-capability smartphone
with sufficient battery and a stable network connection
may participate in a comparatively intensive training
round. A low-power wearable device may perform
fewer local training operations or participate only
when its battery and connectivity conditions are
appropriate. An industrial gateway may possess
substantially greater processing capability and can
therefore perform more extensive local learning. The
purpose of this classification is to adapt the federated
process to actual system conditions without requiring
all clients to execute identical workloads.

Data characteristics are considered independently
from hardware characteristics. Two devices with
similar computational capabilities may nevertheless
require different personalized models because their
data distributions can differ significantly. FedBN
demonstrated the importance of accounting for feature
distribution differences, while personalized federated
learning research has established several mechanisms
for adapting models to individual clients. [11], [12]
The proposed model therefore maintains two forms of
device state. The first is a resource state describing the
current computational and communication conditions
of the device. The second is a learning state describing
characteristics such as local dataset size, recent model
performance, participation history, and degree of
personalization. Combining these two states allows the
coordinator to distinguish between a device that is
technically capable but poorly suited to the current
training round and one that is both resource-ready and
statistically useful.

6. Personalized Aggregation Strategy
The personalized aggregation component is designed
to maintain a distinction between knowledge that
should be shared across participating devices and
knowledge that should remain locally adapted. Instead
of requiring the entire model to become identical
across clients, the framework maintains a common
representation that is updated through collaborative
training while preserving a personalized component
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on each device. This design follows the broader
principle of personalized federated learning in which
local adaptation is combined with global
collaboration. [10], [11], [15]

The shared component is intended to capture general
patterns that occur across multiple devices. During a
training round, eligible clients use the current shared
representation together with their local personalized
component. After local training, only the designated
collaborative information is prepared for aggregation.
The personalized component is retained locally and is
not required to be transmitted to the coordinating
server. This reduces unnecessary exposure of device-
specific model information and reduces the amount of
information that needs to be exchanged.

The aggregation process also considers client
reliability and participation quality. A device that has
very limited local data, unstable communication, or
insufficient training completion may contribute less
useful information than a stable client with sufficient
local observations. However, resource-aware
weighting should not permanently suppress low-
capability devices. The objective is to maintain an
appropriate balance between model quality, resource
efficiency, and broad participation.

The  strategy also  accommodates  feature
heterogeneity. Inspired by FedBN, selected
parameters that are strongly associated with local
feature distributions can remain device-specific. This
is particularly useful for smart-device environments in
which sensors from different manufacturers, locations,
or operating environments may  produce
systematically different observations. [12].

7. Secure Aggregation and Privacy Mechanism
Privacy protection in the proposed framework is
implemented as a layered process. The first layer is
local data retention. Raw sensor records, personal
information, behavioral observations, and application-
specific measurements remain on the participating
device. The second layer is protected update
transmission. The client prepares a model contribution
without transmitting the underlying training examples.
The third layer is secure aggregation, which prevents
the central coordinator from directly inspecting
individual contributions. The fourth layer can
optionally apply differential privacy when a stronger
privacy guarantee is required. This layered strategy
reflects the broader privacy literature in federated and
edge-loT learning. [3], [4], [22]

Secure aggregation is particularly important because
the coordinating server may otherwise receive
individual model updates from participating devices.
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Bonawitz et al. demonstrated a practical secure
aggregation protocol that allows a server to obtain
aggregate information from mobile clients while
protecting individual contributions, including in the
presence of client dropouts. [4]

Differential privacy can provide a complementary
protection mechanism by limiting the contribution of
individual observations to the learning process.
However, privacy protection can influence predictive
utility and training behavior. Therefore, the proposed
architecture treats privacy strength as a configurable
system parameter rather than assuming that maximum
perturbation is automatically desirable. The
appropriate protection level should depend on the
sensitivity of the application, the threat model, and the
acceptable performance trade-off.

The framework also considers the possibility of
malicious or unreliable clients. Individual client
updates should not be trusted simply because raw data

remain local. Model poisoning, compromised devices,
and abnormal participation can affect collaborative
training. Personalized federated learning research such
as Ditto has also examined the relationship between
personalization, robustness, and statistical
heterogeneity, demonstrating the importance of
considering these dimensions jointly. [10]

8. Resource-Aware Client Selection
The client-selection mechanism determines which
devices participate in a particular training round.
Conventional random client selection can provide
broad statistical coverage, but it does not necessarily
account for the current resource condition of every
device. In the proposed framework, the coordinator
evaluates device readiness using computational
availability, memory condition, battery status,
communication quality, local dataset availability,
recent participation, and expected training completion.
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A device with adequate computational resources and
stable connectivity can be selected for a complete local
training cycle. A constrained device may be assigned
a lighter training workload or temporarily excluded
when its participation would create excessive delay or
energy consumption. This approach is motivated by
research showing that computation-constrained
devices require specialized federated learning
strategies because hardware limitations can directly
influence training time and system efficiency. [21]
The selection process also incorporates participation
fairness. A device should not be excluded repeatedly
simply because it has lower computational capacity.
Such behavior could result in systematic
underrepresentation of certain device populations. The
proposed  framework therefore maintains a
participation history and periodically provides
opportunities for lower-capability devices when their
resource state becomes suitable.

Communication conditions are considered alongside
computation. A device with sufficient processing
power but unstable connectivity may still become a
bottleneck in synchronous training. Research on
asynchronous federated learning has specifically
identified the problem of waiting for slow or poorly
connected devices during aggregation rounds. [19]

9. Experimental Setup

The experimental evaluation should be designed
around a heterogeneous smart-device federation
containing multiple client profiles. A practical
implementation can use a combination of publicly
available machine-learning datasets and controlled
client partitions to reproduce non-IID data
distributions. The dataset should be divided across
simulated or physical clients so that individual devices
receive different class proportions and feature
distributions. This is necessary because a conventional
IID partition would not adequately represent the
heterogeneity targeted by the proposed framework.
The experimental environment should include at least
four device categories representing low-resource,

medium-resource, high-resource, and gateway-class
systems. Each category should differ in processing
capability, memory, energy availability, and
communication conditions. The experiments should
also vary network quality to determine whether the
proposed client-selection mechanism can maintain
stable training when connectivity changes.

The proposed framework should be compared with
conventional centralized training where appropriate,
standard FedAvg, a resource-unaware federated
strategy, a personalization baseline such as Ditto, and
a heterogeneity-oriented approach such as FedBN.
Ditto is an appropriate personalization baseline
because it explicitly maintains personalized models
under statistically heterogeneous federated settings.
FedBN is appropriate when feature distribution
differences are part of the experimental design. [10],
[12]

The primary evaluation measures should include
predictive accuracy, Fl-score, communication
volume, training latency, energy consumption, client
participation rate, and personalization performance.
Privacy evaluation should additionally report whether
the individual client update is exposed to the
coordinating server and should describe the
implemented privacy mechanism and threat model. A
security evaluation should examine the effect of
abnormal or malicious client contributions when such
testing is included.

10. Results and Discussion

10.1 Predictive Performance

Table 1 provides a proposed format for comparing the
predictive performance of different learning strategies.
The illustrative values show the type of comparison
that should be reported. The purpose of this table is to
demonstrate the expected presentation structure rather
than to claim that these measurements have already
been obtained.

Table 1. Illustrative Predictive Performance Comparison

Method Global Accuracy | Personalized Accuracy | F1-Score Communication  Cost
(%) (%) (%) (MB)

Centralized 95.1 95.1 94.8 1250

Training

FedAvg 91.8 89.7 90.9 520

FedBN 92.7 92.1 91.9 520

Ditto 93.4 94.0 93.1 545

Proposed 93.8 95.0 93.7 410

Framework
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Graph 1. Predictive Performance

The comparison indicates the type of behavior
expected from a personalized heterogeneous federated
architecture. Conventional FedAvg may obtain a
reasonable global representation but can experience
reduced local performance when client distributions
differ considerably. FedBN can improve adaptation to
feature shifts by preserving selected local parameters,
whereas Ditto provides a direct personalized-learning

baseline. The proposed framework is intended to
combine personalization with privacy protection and
resource-aware  participation ~ while  reducing
unnecessary communication. Existing studies support
the importance of these dimensions, but actual
performance must be established experimentally. [10],
[12], [21]

10.2 Resource and Communication Performance
Table 2. Resource Consumption

Method Average Training | Device Energy | Communication Volume | Client = Completion
Time (s) Index (MB) Rate (%)

FedAvg 118 100 520 82

FedBN 114 96 520 84

Ditto 121 103 545 83

Resource-Aware | 92 82 438 91

FL

Proposed 88 79 410 93

Framework

600MB

450MB

300MB

150MB

OMB
FedAvag FedBN

Proposed

Ditto Resource-Aware FL

Graph 2. Communication Cost
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The proposed framework is designed to reduce
unnecessary training participation by selecting clients
according to current resource and communication
conditions. Consequently, the expected benefit is not
simply lower computational consumption per client
but improved utilization of the available federation.

Research on computationally constrained
heterogeneous devices indicates that device-specific
computational limitations can substantially influence
federated training efficiency, supporting the inclusion
of resource-aware mechanisms in the experimental
design. [21]

10.3 Privacy and Security Evaluation
Table 3. Illustrative Privacy and Security Comparison

Approach Raw Data | Individual Update | Secure Personalization | Additional

Shared Visible to Server Aggregation Privacy
Protection

Centralized Yes Not applicable No Limited Optional

Training

FedAvg No Yes No No No

FedAvg + Secure | No No Yes No Optional

Aggregation

Personalized FL | No Depends Optional Yes Optional

implementation
Proposed No No Yes Yes Configurable
Framework

The table highlights the architectural distinction

Secure aggregation addresses this specific exposure by

between data locality and stronger privacy protection. allowing the server to obtain the collective
Conventional federated learning avoids transmitting contribution  without directly accessing each
raw training data, but individual model contributions participant's individual update. [4]
may still be observable by the coordinating server.
10.4 Personalization Across Heterogeneous Clients
Table 4. Illustrative Client-Level Performance
Client Type FedAvg Personalized FL | Proposed Framework | Improvement over
Accuracy (%) | Accuracy (%) Accuracy (%) FedAvg (%)

Smartphone 92.1 94.0 94.6 2.5

Wearable 87.6 91.2 91.8 4.2

Device

Smart-Home 89.8 92.7 93.1 3.3

Device

Industrial 91.4 93.5 94.0 2.6

Sensor

Connected 88.9 92.1 92.9 4.0

Vehicle

The illustrative client-level comparison demonstrates
why personalized evaluation should accompany global
evaluation. A global average can conceal substantial
differences between individual clients. Personalized
federated learning is specifically intended to adapt
models to local characteristics, and previous research
has shown that personalization can improve
performance and robustness under statistical
heterogeneity. [10], [11]

jscdi.com

11. Security Analysis
The proposed architecture provides several layers of
protection against common privacy threats. The first
protection is local data retention, which prevents the
routine transfer of raw sensor data to the central
coordinator. The second is protected model-update
transmission. The third is secure aggregation, which
prevents the server from directly examining individual
contributions. The fourth is optional differential
privacy for applications requiring stronger formal
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privacy protection. These layers address different
stages of the collaborative learning process and should
therefore be evaluated independently rather than
treated as interchangeable mechanisms. [3], [4], [22]
A malicious-server scenario is particularly relevant
because the central coordinator receives information
from many participating devices. Secure aggregation
limits the server's ability to associate an individual
update with a specific device contribution. Bonawitz
et al. demonstrated the feasibility of secure
aggregation even when some clients leave the protocol
during a training round, which is relevant to practical
smart-device  environments where intermittent
participation is common. [4]

Client-side attacks represent another security concern.
A compromised device could intentionally transmit
abnormal model information, attempt to influence the
global representation, or repeatedly participate under
manipulated conditions. Personalized learning can
help isolate some client-specific behavior, but
personalization should not be regarded as a complete
defense against poisoning. Robust aggregation,
anomaly detection, client reputation mechanisms, and
update validation can be incorporated as additional
security components.

The proposed architecture therefore separates privacy
protection from malicious-client detection. Secure
aggregation protects individual contributions from
direct observation, whereas robustness mechanisms
are responsible for identifying suspicious learning
behavior. This separation is important because an
update can be private but still malicious. Similarly, an
update can be legitimate but reveal information if it is
not adequately protected.

12. Discussion

The proposed framework addresses the intersection of
five major requirements: privacy, personalization,
heterogeneous computation, communication
efficiency, and collaborative intelligence. Existing
research demonstrates that each of these dimensions
can independently influence federated learning
performance. Computation-constrained device studies
emphasize hardware variation, personalized federated
learning emphasizes statistical variation, and privacy
research emphasizes protection of model information
and local data.

The principal contribution of the proposed architecture
is therefore architectural integration rather than the
introduction of an isolated privacy mechanism or
aggregation rule. The framework provides a common
structure in which the shared model captures
transferable knowledge while local personalization

jscdi.com

preserves device-specific characteristics. Resource-
aware client selection prevents the training process
from assuming identical device capabilities, while
secure aggregation protects the collaborative update
process. This combination is particularly relevant to
smart-device environments where privacy and
resource constraints coexist.

A further advantage of the proposed design is its
flexibility. The architecture can be adapted to
healthcare wearables, intelligent homes, industrial
monitoring, connected transportation, and mobile
applications without requiring a single fixed device
architecture. The same conceptual layers can be
retained while the local model, privacy level, resource
policy, and personalization strategy are adjusted for
the target application.

Nevertheless, the architecture also involves trade-offs.
Maintaining personalized components may increase
local memory requirements, secure aggregation
introduces protocol overhead, and stronger privacy
protection can affect predictive utility. In addition,
resource-aware client selection may introduce
participation imbalance if weaker devices are
repeatedly excluded. These limitations indicate that
future implementation should evaluate not only
average accuracy but also communication cost, energy
consumption, participation fairness, privacy strength,
and client-level performance.

13. Conclusion and Future Work

This research presented a privacy-preserving
collaborative intelligence framework based on
personalized federated learning for heterogeneous
smart devices. The proposed architecture addresses the
limitations of conventional federated learning by
separating shared collaborative knowledge from
device-specific personalization, incorporating
resource-aware client selection, and protecting model
contributions through secure aggregation and optional
additional privacy mechanisms. The design is intended
for environments in which smart devices differ in
computational resources, network conditions, local
data distributions, and application requirements.

The framework emphasizes that privacy-preserving
learning should not be considered independently from
device heterogeneity and personalization. Retaining
raw data locally provides an important privacy
advantage, but practical collaborative intelligence also
requires  protection of model contributions,
appropriate handling of non-IID data, and adaptation
to changing device resources. Personalized learning
provides a mechanism for retaining local
characteristics while still benefiting from collaborative

25



(&)
Q)

Journal of
Smart Computing and
Data Intelligence

Volume:2, Issue: 2, April-June 2026

Journal of Smart Computing and Data Intelligence

|  1SSN:3144-2323 | Pppi13-27

knowledge, while secure aggregation reduces direct
exposure of individual model updates. These design
principles are supported by established research in
personalized federated learning, secure aggregation,
and heterogeneous-device federated learning.

Future work should implement the proposed
architecture on physical heterogeneous devices and
evaluate it under realistic network and energy
conditions. Further experiments should investigate
different degrees of non-IID data, varying client
populations, intermittent device availability, secure
aggregation overhead, differential privacy levels, and
adversarial client behavior. Future implementations
can also investigate adaptive personalization,
asynchronous participation, privacy-budget
management, and lightweight models specifically
designed for low-power devices. A larger evaluation
across healthcare, industrial, transportation, and
smart-home scenarios would provide additional
evident.
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